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(Name) 
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Emergency notification contacts 
 

Name Mobile phone 

Pat Hermon UK +44 07496525074 

Henrique Mendoca Au +61 0452 544 052 

Richard Haynes Au +61 0411 141 246 

  

 

In the event of an emergency at least one of the above contacts should be contacted by the 

person who discovers the emergency. The contacts above are responsible for putting this 

disaster recovery plan into action. 
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Introduction 

The purpose of this business continuity plan is to prepare eToolLCD and eTool Global for 

the event of extended service outages caused by factors beyond our control (e.g., natural 

disasters, man-made events), and to restore services to the widest extent possible in a 

minimum time frame in the event of a disaster.  

Scope 

The scope of this plan covers: 

 eToolLCD software provision 

 eTool offices in Brighton (UK) and Perth (Australia) and their business functions 

Plan objectives 

The plan objectives are as follows: 

 Serves as a guide for the ETool Global recovery teams. 

 References and points to the location of critical data. 

 Provides procedures and resources needed to assist in recovery. 

 Identifies vendors and customers that must be notified in the event of a disaster. 

 Assists in avoiding confusion experienced during a crisis by documenting, testing and 
reviewing recovery procedures. 

 Identifies alternate sources for supplies, resources and locations. 

 Documents storage, safeguarding and retrieval procedures for vital records. 

The plans are in place as at the time of writing.  All technical elements to the plan have been 

in use for over 12 months.  The procedural elements will take effect from the time of writing.   

Plan review and maintenance 

This plan must be reviewed and tested bi-annually. The test may be in the form of a walk-

through, mock disaster, or component testing. Additionally, with the dynamic environment 

present within ETool Global it is important to review the listing of personnel and phone 

numbers contained within the plan regularly. 

Electronic  versions will be available on the company server in the following location eTool 

Server/8) Procedures & Training/3) Staff Procedures/6) Admin and IT Procedures/Back up 

and Disaster Recovery Procedure.docx and on the “staff” pages or the eToolGlobal website 

Implementing the Plan 

 All staff are to be made aware of this plan and their roles and responsibilities in the 
event of a disaster during induction.  

 In the event of one of the disaster or emergency situations listed above under the 
section „Disaster Definition‟, the person who discovers the disaster should report it 
immediately to the Disaster Recovery Team Leader, Richard Haynes who can be 
contacted on +61 0411 141 246, richard@etoolglobal.com 
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 If the Disaster Recovery Team leader is not available, the incident should be reported 
to their deputy instead, Alex Bruce, +61 0400 134 894, alex@etoolglobal.com 

 The Disaster Recovery Team Leader will be responsible for deciding which actions 
should be taken to recover business operations as quickly as possible according to the 
plans outlined below.  

 In the event needing to alert all staff to the situation The Disaster Recovery Team 
Leader or their nominated representative will call all members of staff to advise them of 
the situation and instruct them on what to do next. As the company is small with less 
than 10 members of staff, one person can speak to all staff members within an hour. 
The list of staff personal contact details on the eTool website should be used.  

 In the event of large scale disasters, several of the action plans below may need to be 
put into practice at the same time.  

 Once normal operation has been resumed the Disaster Recovery Team should review 
the implementation of this plan and make changes where necessary to improve the 
organization‟s preparedness for future events.  

 

eToolLCD software 

eToolLCD back up strategy 

Intent: 
Ensure that eToolLCD is backed up at regular enough intervals to reduce data losses.  

Manage historical backups in a fashion that reduces potential data losses, preserves 

adequate history, controls storage requirements and enables speedy recovery.  

Implementation: 
eToolLCD is run on an AMAZON EC2 instance.  The application and database share the 

same instance.  The whole instance is backed up at 3 hourly intervals with the backups 

stored using the following schedule:  

1. 3 Hourly backups stored for 24 hours 

2. Daily backups stored for 7 days 

3. Weekly Backups stored for 2 months 

4. Quarterly backups stored indefinitely 

Skeddly (skeddly.com) service is used to backup the AWS instances.  The username for the 

Skeddly account is eTool.  In all, eight separate scheduled actions are set up in Skeddly to 

achieve the above backup schedule and history.  The actions are a combination of “Create 

Snapshot” and “Delete Snapshot” actions (the delete actions are filtered to ensure 

preservation of historical backups).   

At daily intervals snapshots are also copied by the Skeddly service to another region (that is 

from Singapore to Sydney data centre) to ensure a catastrophic event at the Singapore data 

centre will not compromise Disaster Recovery efforts.   
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eToolLCD Disaster Recovery Plan 

Alert Communication: 
AWS Cloudwatch alarms have been set up to alert key eTool staff when the eToolLCD 

server does not pass a status check.  The alerts have been set up for hourly intervals.  This 

ensures that eTool staff will become aware of the issue within an hour of the fault if they 

haven‟t already been alerted by users.   

Recovery Actions: 
To restore the system to the production the following actions must be undertaken:  

1. Log into the AWS console, browse to the EC2 service 

2. Navigate to “Elastic Block Store > Snapshots” and identify the most recent un-

corrupted snapshot (most likely the last 3 hourly prod backup) 

3. Select this snapshot and invoke the “Create Volume” action.  When creating the 

volume ensure you select the correct region for the volume (same as the region 

you‟d like to reboot to, normally the same region as the previously running instance, 

unless this datacentre is compromised). 

4. Navigate to “Elastic Block Store > Volumes” and find the volumes that are currently 

attached to the “Reboot Instance” (you may have to navigate to the Instances page 

to get the reboot instance ID).   

5. The instance will have two volumes attached to it.  One is the operating system etc.  

The other is the drive containing the application and database.  This drive needs to 

be detached from the volume (it will be the larger one) and the volume created from 

the recent snapshot needs to be attached.   

6. Navigate to the Elastic IPs page and re-assign the elastic IP of the eToolLCD 

instance to the Reboot Instance.   

7. Navigate to the Instances page and change the state of the Reboot instance from 

“Stopped” to “Start”.   

8. Once started, the application should be back up and running again.   

If you have to reboot the instance in another region, use the process above but assign a new 

elastic IP to the instance (elastic IPs cannot be used across different regions).  After 

rebooting the instance, open the HostGator console and point the relevant domains to this 

new IP address (specifically eToolLCD.com).  This will take a while to propagate.   

Post Recovery Actions: 
1. Ensure that backups are being taken of the new instance, and the Skeddly backups 

are reset to point to this new instance.   

2. Investigate the root cause of the failure (if internal) and implement actions to prevent 

re-occurrence.   

3. Ensure cross – region copying of snapshots is re-established 

4. Ensure cross region availability of a reboot instance is re-established.   



 

 

eToolGlobal Operations 

 

Disaster Recovery 

 
 

Disaster Preventative measures 

already being taken 

Potential impact on 

business 

Actions in event of disaster 

occurring 

Loss of connectivity including 

phone and internet being 

unavailable 

 IT service provider is on call 24 
hours a day 7 days a week 

 All documents on the server are 
backed up to a cloud based 
storage system which can be 
accessed remotely from any 
computer 

 All staff have mobile phones, 
which can be used for 
communication in the event of 
landlines being unavailable. 

Low  Call phone company/Internet 
Service Provider to report outage 
and find out how quickly normal 
service can be resumed.  

 If the problem is likely to be long 
term e.g. accidentally severed 
cable, ask the phone company to 
divert all calls to another number 
or mobile phone so that customers 
can still contact the business.  

 All staff are to be advised to use 
mobile phones for internal and 
external communications until the 
problem is resolved. 

 Office staff are to be advised to 
work from home where possible. 

 Alternative phone numbers can be 
advertised on the company 
website if necessary to ensure 
that clients can still get in touch 
with minimal disruption. 
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Loss of eTool operations data 

including computer viruses 

and eTool file server data 

being lost 

 eTool file system is continuously 
synced via the P2P platform and 
backed up monthly externally 

 Deleted files are stored for one 
month (in case of accidental 
delete) 

 All computers are protected by 
antivirus software which is kept 
up to date  

 All paper copies of 
documentation are scanned and 
saved to the system 

 Data can be accessed remotely  

Medium  Contact Richard Haynes to report 
the problem and find out how 
quickly data can be restored. 

 Staff needing access to data are 
to log on remotely from personal 
computers 

Inability to access main office, 

including due to fire, flood, 

adverse weather etc 

 Working fire alarm and security 
alarm are installed, maintained 
and tested regularly.  

 Staff are all able to work from 
home and maintain contact with 
each other using mobile phones 

 All data held is accessible off site 

 No client data or key project 
information is kept on computer 
hard discs so all data can be 
accessed remotely from site 

Medium  Use the call list located in the 
appendix to call round all office 
staff and request that they work 
remotely.  

 Work with the emergency services 
to make the building safe. 

 Once the building is safe, walk 
round the building to assess 
damage, take photos and call the 
insurance company to begin the 
claims process.  

 Recover as much key equipment 
and data as possible. Dispose of 
anything that can‟t be recovered.  

 If necessary, a temporary office 
can be set up at the following 
location: Ethical Property Group, 
40 Surrey St, Brighton 
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Key personnel being 

unavailable to work 

 All business functions can be 
carried out by at least 2 people 
so that if one person is 
unavailable the other can still 
carry out the tasks. 

 All company data is held on the 
server rather than on individual 
computers or personal files 

Low  Inform key clients of change in 
personnel and new contact details 
if the arrangement is long term. 

 Recruit temporary or contract staff 
to fill any gaps that can‟t be filled 
by existing staff.  

Pandemic causing many 

members of staff to be unable 

to work 

 All staff can perform multiple job 
roles so that several people can 
carry out critical business 
functions 

Medium  Follow government advice on 
prevention and treatment of 
illness.  

 Inform clients of any disruption to 
service 

 Identify business critical jobs and 
deploy staff that are fit and at low 
risk of becoming ill to undertake 
only those tasks. 
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Inability to get to client sites or 

place of work due to severe 

weather or other disaster  

 All client facing operations may 
be delivered over the phone or 
via web platforms (e.g. skype or 
goto meeting) 

Low  Contact clients that are due a site 
visit to let them know and make 
alternative arrangements 

 

Fire in building 
 The designated fire officer is Pat 

Hermon 

 For minor fires, personnel can 
use the fire extinguishers 
provided to put out the fire if they 
have been trained and feel 
confident to do so and doing so 
does not put them at risk of being 
unable to escape the building 
should the fire become 
uncontrollable. 

Low  Anyone discovering a fire, should 
raise the alarm immediately by 
operating a fire call point or 
shouting „FIRE‟ 

 Call the emergency services. Tell 
the operator that there is a fire and 
give the building address.  

 If the fire alarm sounds or 
someone shouts „FIRE‟, all 
personnel should evacuate the 
building immediately without 
pausing to pick up personal 
belongings.  

 The fire officer is responsible for 
ensuring that everyone onsite has 
left the building. 

 Personnel are not to re-enter the 
building until it is declared safe to 
do so by the fire department or fire 
officer. 

 



 

Signed:   Name: Richard Haynes  

Position: COO  

Date:   29th November 2016 

Review Date:  7th December 2017 

 

 


