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Purpose

Set clear expectations regarding the collection and processing of personal information.

Scope

This policy covers the collection and use of personal and sensitive data.

Introduction

There is growing community concern, particularly amongst those who have researched the online privacy space,
that corporations and governments know too much about many of us due to our online activities.  eTool PTY LTD
is an inherently ethical organisation and we would never strategically seek to violate our customer’s privacy.  This
policy communicate eTool’s intent regarding our user’s information, summarises our legal obligations and helps
raise awareness of what is and isn’t acceptable in terms of how we process user’s data.
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Policy Statement

Our goal for user privacy is to ensure that users are never surprised or offended by the way we have collected or
used their information.  We will be transparant with the collection and use of data, allow users control of their data,
avoiding subversive, invasive or pervasive tactics and ensure we exercise due care when processing user data.

What is Personal and Sensitive Data?

Personal data is anything that contains:

Directly identifying information such as a person’s name, surname, phone numbers, email address, address
etc.
Pseudonymous data or non-directly identifying information, which does not allow the direct identification
of users but allows the singling out of individual behaviors (for instance to serve the right ad to the right
user at the right moment)

eTool does collect some personal data mainly for the purpose of marketing and user management in eToolLCD.

Sensitive data is any data that reveals:

Racial or ethnic origin
Political opinions
Religious or philosophical beliefs
Trade union membership
Genetic data
Biometric data for the purpose of uniquely identifying a natural person
Data concerning health or a natural person’s sex life and/or sexual orientation

eTool should never be collecting or processing “Sensitive” data.

Privacy Legislation

Our customers come from all corners of the world and different jurisdictions have different rules regarding data
privacy.  The recent General Data Protection Regulation (GDPR) in the EU is a great yardstick for setting
regulatory data privacy standards as it is quite strict in the way it protects citizen’s data. The key elements of the
GDPR our outlined below (adapted from the GDPR Portal)

Explicit and Unambiguous consent

Companies cannot utilise long illegible terms and conditions full of legalese as the request for consent and must
instead request consent in an intelligible and easily accessible form.  The purpose for data processing needs to be
attached to the consent – meaning it must be unambiguous. It must be as easy to withdraw consent as it is to give
it.? Explicit consent is required only for processing sensitive personal data – in this context, nothing short of “opt
in” will suffice. However, for non-sensitive data, “unambiguous” consent will suffice.

Implications for you: If we collect personal data we must ensure the user actively gives consent via clicking a
button with the title “Subscribe to our Email” (or similar) and we should record when and how they gave consent. 
We must also ensure that if we have asked for consent for a certain type of data processing we don’t then merge
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data sets and change how we are processing that data without receiving consent for this new use.

Breach Notification

Breach notifications are mandatory where a data breach is likely to “result in a risk for the rights and freedoms of
individuals”. This must be done within 72 hours of first having become aware of the breach. Data processors will
also be required to notify their customers, the controllers, “without undue delay” after first becoming aware of a
data breach.

Implications for you: If you become aware of personal data being made available to any person outside of eTool,
whatever the context or means of the breach you must communicate this immediately to the CEO so we can notify
the relevant parties.

Right to Access

Data subjects have the right to obtain from the data controller confirmation as to whether or not personal data
concerning them is being processed, where and for what purpose. Further, the controller shall provide a copy of the
personal data, free of charge, in an electronic format.

Implications for you: If a customer asks for information about how their data is processed, or requests a copy of
their data you must put them in contact with the Product Group Leader (see org chart) who will respond
appropriately to the request.

Right to be Forgotten

Also known as Data Erasure, the right to be forgotten entitles the data subject to have the data controller erase
his/her personal data, cease further dissemination of the data, and potentially have third parties halt processing of
the data. The conditions for erasure, as outlined in article 17, include the data no longer being relevant to original
purposes for processing, or a data subjects withdrawing consent. It should also be noted that this right requires
controllers to compare the subjects’ rights to “the public interest in the availability of the data” when considering
such requests.

Implications for you: If a customer asks for information about how their data is processed, or requests a copy of
their data you must put them in contact with the Product Group Leader (see org chart) who will respond
appropriately to the request.

Privacy by Design

At its core, privacy by design calls for the inclusion of data protection from the onset of the designing of systems,
rather than an addition. The data controller (us) must implement appropriate technical and organisational measures
in an effective way to protect the rights of data subjects. Controllers must hold and process only the data absolutely
necessary for the completion of its duties, as well as limiting the access to personal data to those needing to act out
the processing.

Implications for you: If you are given access to personal data that you don’t need access to, you should inform
the Product Group Leader (see org chart) who can manage your access more appropriately.  You must never
circumnavigate systems to process data, move it between systems, store it locally etc.  This is a key responsibility,
as data breaches are unlikely to be a result of our service providers being penetrated, but more likely due to a local
copy being inadvertently shared, lost of distributed.  Do not download personal data from our systems that store it
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without prior permission from the Product Group Leader who should consider the necessity for the processing and
notify how it can be done in a safe manner.  If you are storing local copies of personal information these must be
erased immediately.

Data Protection Officers

Organisations processing “large scale” personal data must have a Data Protection Officer appointed.  Although
eTool is currently not processing “large scale” data, we have taken the step of appointing the Product Group
Leader (see org chart) as the Data Protection Officer at eTool.  The Data Protection Officer must keep internal
records regarding the processing and holding of personal data. 

Implications for you: Know who the Data Protection Officer is and refer all data processing requests through to
them so that the “Privacy by Design” principals can be followed.

Expected Behaviour

You should be aware of your expected behaviour as an eTool employee when dealing with personal data:

Ensure that you make the eTool Data Protection Officer aware of:
Any intent to collect of process personal data
Any intent to process personal data (this includes moving it from one system to another)
Any intent to use personal data in a new way (eg, new form of marketing)

Report potential data breaches immediately to the Data Protection Officer
Don’t record people’s data in a way that circumnavigates our system, that request unambiguous and
explicit consent
Never record sensitive data
Take every precaution to protect our customer’s personal data, see the Security Awareness Training for
more details

Acceptable Behaviour

Processing and using data we have already collected with consent in the same way we currently use this
data including:

Our monthly email newsletters to our email newsletter subscriber list
Notifications of upcoming webinars to our email newsletter subscribers list and our software users
who have consented to communications
Access eToolLCD user information for the purpose of resolving a support issue

Collecting, processing or using personal data in a new way, providing the new methods have been approved
in writing by the Data Protection Officer

Unacceptable Behaviour

Collecting data without approval from the eTool Data Protection Officer.
Recklessness with personal data we collect and hold.  Examples include:

Downloading personal data from a system (eg eToolLCD or Mailchimp) onto an unencrypted hard
disk or USB device for analysis that isn’t necessary or could have been conducted in a manner that
didn’t expose the personal data to additional security risks
Poor password management giving attackers access to our internal systems
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Maintaining local copies of personal data
Inadvertently distributing personal data without the consent of the user, for example:

When recording a demonstration video a user’s email address is exposed
When conducting a webinar a user’s email address is exposed or
Communicating to numerous customers or software users with one email such that all
recipients can see other recipients email address

Using personal data for any means not aligned with eTool’s Goal for User Privacy
Using personal data for any personal reason, or for the benefit of another organisation, or in any way not
necessary to eTool’s normal business activities

 

Responsibilities

Compliance, monitoring and review

Responsibility Description Who
Compliance Carrying out the procedure All Staff
Monitoring Ensuring the compliance with the procedure or policy Line Managers
Review Reviewing the procedure or policy to ensure it is kept up to date Product Group

Leader
Reporting Reporting requirements of the policy and procedure (for example

statutory reporting responsibilities)
Product Group
Leader

 

Records management

Staff must maintain all records relevant to administering this policy in an approved company format and location.

Related Procedures and Documents

Security Awareness Training

Acceptable Use Policy

Data Breach Response Plan

Password Management Policy

Feedback

Staff may provide feedback regarding this policy by contacting the author directly or publicly posting a comment
on the policy page.

Document History
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Approval and Amendment History

Version Date Authors Approved By Comments
1 7th July 2018 Richard Haynes Henrique Mendonca Initial Document
2 7th Feb 2019 Richard Haynes Jon Gieselbach Updated related

procedures,
responsibilities,
scope and policy
statement.

3 28 Jan 2020 Richard Haynes Henrique Mendonca Update “Data
Processing Officer”
to “Data Protection
Officer”
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